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User Guide and Registration Process
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About WebLink Multi-Factor Authentication (MFA)

WeblLink uses multi-factor authentication (MFA) to keep your login secure and prevent unauthorized
users from accessing your account(s).

MFA is a security process that will prompt you for an additional method of identification to verify your
identity during the User Login process. MFA requires you to provide not only Login credentials (User ID
and password) but to submit a second form of authentication during Login.
If one factor is compromised, the additional factor is not easy for a hacker to obtain or duplicate.
WebLink allows the following three MFA methods to receive your One-time PIN (OTP)

e Short Message Service (SMS) authentication which delivers an OTP via text message.

¢ Voice Callback authentication which delivers a spoken OTP via your mobile or land device.

o FIS Authenticator application which can be loaded to your mobile phone or installed on your

computer. It's another way to verify your identity and get an OTP on the fly without the need for a
network or cellular connection.

Accessing WebLink

Log into the First Mid Bank & Trust website: http:/firstmid.com.
1. In the upper right corner click on “Login”
2. Select “Trust Services” in the Account Login Type
3. Click on “Trust Services Login”.

i First Mid &
\l\‘l-.:\l,l'll MANAGEMENT e m

Access Your Accounts

Account Login Type

2 Trust Services v
E® Trust Services Login

From here you will navigate to the WebLink login screen and enter the login credentials provided by your
system administrator.


http://firstmid.com/

OTP via SMS Authentication/Voice Callback

Note: For security purposes, you must login to WebLink within 10 days of receiving your login
credentials. Additionally, login every 90 days to keep your access active. Inactivity will cause your access
to be systematically disabled and you will be forced to resubmit your access request to your system
administrator.

OTP via SMS Authentication/VVoice Callback

Register Device on First Sign-In

Note: Clear your browser cache and open a new browsing session before your first login.
Step 1 - User Login — User ID

Enter User ID and click Proceed.

User Login

User ID | Alias *

[ ] Remember my User ID

Trouble signing in?

Step 2 — User Login — Password

Enter your Password and click Sign In. This is the temporary password received from your system
administrator.

User Login
Welcome
08stestmfa
Mot You?
Password

P
| Cancel |
L "y

Trouble signing in?




OTP via SMS Authentication/Voice Callback

Step 3 - Change Password

The next step is to change your temporary password. The Old Password is the temporary password
sent to you by your system administrator. This is the same password you entered on the previous screen.

You will now need to choose a new password by following the Password Rules shown in the blue box at
the top of the screen.

Click Proceed after you have entered the Old Password field, the New Password field and the Confirm
New Password field. On the screen, you will be notified if the new password you have chosen is strong
and if the values you entered in the “New Password” and “Confirm New Password” fields match.

Change Password

0 This page allows you to upd ate your password.
The following rules apply when changing passwords:

Passwords must contain at least 8 characters, one uppercase
character, one lowercase character, one number and one of five
special characters (| @ ¥ $ 94),

The new password must meet the defined password criteria.

The new password must be different from the last 10 previously
created password or passwords.

The new password cannot containyour Login Name, in forward or
reverse order.

The new password cannot containyvour first, middle or last name, in

forward or reverse order.

Old Password: * A

New Password: * =

Confirm New Password: * i)
(o) D




OTP via SMS Authentication/Voice Callback

Step 4 - Select OTP method

As detailed on page 1, you must choose the MFA method to receive your one-time pin (OTP). To have a
PIN sent to your mobile phone, click on Send PIN to my phone and then on Add a New Device.

Note: If choosing to use a software app, refer to the FIS Authenticator Application detailed later in this
document.

Select OTP Device

Your Out-of-Band PIN Device is the delivery destination where you will
receive time-imited passcodes (PINs) during the login process. When
prompted to enter your PIN, you will use that device to retrieve your PIN

®

"
(L)L

Select OTP Device

[[] TestDevice + Add a New Device

Cancel | Procesed

Step 5 - Add a New Device

The following screen appears for you to complete the device detail fields. Complete the fields and click
Save.
o Device Name - You can enter any text e.g. Mobile, My Mobile, etc.
o Device Profile - choose either:
o SMS Text (to send a text message to your mobile phone)
o Voice Callback (to your mobile or house phone)
e Country Code — the defaulted value is the United States, if needed, select a different
Country Code from the drop-down list provided
e Mobile Number — enter your Mobile number; enter as: 2165551212; no spaces are needed.

Keep in mind, some countries may have restrictions and block incoming calls. For example, China is one
of the most restrictive locations globally regarding receipt of international SMS. They are known to block
most messages, even if they are financial-related.

Note: We cannot be responsible if messages are not making it to users in countries that employ blocking
technology.

Add New Device >

Device Name *

My cell
Device Profile

SMS Text v
Country Code * Mobile Number *

EE= United States (+1) ~ 216-555-1212

Cancel | Save




OTP via SMS Authentication/Voice Callback

Step 6 - Select OTP Device

Click on the radio button beside the mobile number and click on Proceed.

Select OTP Device

#) ‘our Out-of-Band PIN Device is the delivery destination where you will
recelve time-limited passcodes (PINsS) during the login process. When
prompted to enter your PIN, you will use that device to retrieve your PIM.

(® Mycell (+1216-555-1212)

[J TestDeviee  + Adda New Device

e ) G

*By selecting an SMS/Text option for message delivery, you are agreeing that we can send you the
code using the number you select. Message and data rates may apply. Frequency i 1 message per
login attempt. Text STOP to opt-out.

Step 7 — Validate your One-Time-PIN setup

Enter the OTP code received either as a text message or through the voice callback feature and click on
Validate OTP. After entering the OTP code, you will gain access to WebLink.

e The OTP texted to your mobile phone will be a 5 digit numeric code. The text message sent will
say: “WebLink Verification Code: xxxxx This code will expire in 5 minutes”.

e The voice callback that you receive may come over as Spam. There will be a recording saying:
“This is your bank. Your one-time pin code is xxxxx (a five digit code will be supplied at this time).
Press 1 to repeat this message or hang up the phone.”

validate Your One-Time-PIN Setup

) An OTP code has been sent to your mobile device  +*******1212
Please enter it below Lo cumplele the OTP device registralian process.

One-Time-Pin

®

If you did not receive the OTP code, please wait a minute or try reconfiguring your

device.
e )

Reconfigure OTP Device




OTP via SMS Authentication/Voice Callback

Note: As instructed on the screen above, if you do not receive your OTP, click on the link “Reconfigure
OTP Device”. This will take you back to the screen where you may choose to Add a New Device if the
mobile number you entered originally was incorrect. The incorrect number cannot be edited or removed;
however, you are able to add a new device to use going forward.

You are now successfully logged into WebLink. The WebLink Portfolio Review report is displayed. All
subsequent logins will now prompt you to enter a PIN code. You must enter the PIN code retrieved from
your mobile device and click Sign In.

sl FirstMid o -
VEALTH MANAGEMENT
* lis i Available Cash Holdings TaxLlots Gain/Loss Accounts Cash Projections  File Downloads My Reports

54.77% Miscellaneous

vestment Autharity

Portfolio Review Summary | Moldings  Tronsections 1315000020 TEST, TEST . Q
Aot oste aroup By view Cash lecton =
1037 B inwestment Category Setllement Date ‘Show as Income Cash and Principal .~ =
ASSET ALLOGATION [R— » ACCOUNT SUMMARY INVESTMENT SUMMARY
‘988,966 ‘9459167
Total Market value Total Cost
o o
| 25.15% Municipal Bonds -82 0
§ 15000 P oome eor 0 Date Long Term GalnfLoss Vear o Dete Shot Term GalnLoss
| 5 088 stock Funds Sole Growth And Income

Investment Objective

Subsequent Login Instructions

Step 1 — Initial log in screen — User ID:

Enter your User ID and hit Proceed.

Note: All passwords are case sensitive.

User Login

User ID | Alias =

[ ] Remember my User ID

Trouble signing in?




Step 2 — Password and PIN Code:

OTP via SMS Authentication/Voice Callback

Enter your Password and the PIN Code (OTP) received via text message, voice callback or the FIS

Authenticator app and click on Sign in.

User Legin

Welcomea

099)client

Mot You'?

bmthoear

Fasswond ©

D Timme Fin

R

L A

Trouble signing in?

[} Please check your One-Time-PIN device 10 get the PIN code 10 use

L

You are now successfully logged into WebLink. The Portfolio Review report will be displayed.

25155 Musicipal Bands
 15:00% Fixed ncome
| 5.08% stock Funds Sole

Investment Autharity

Yesr o Date Long Term Gain/Loss.

S4.77% Miscelaneous

— .
S First Mid P -
WEALTH MANAGEMENT
A Portfolio Review  Available Cash  Transactions Holdings TaxLols Gain/Loss Accounts Cash Projections File Downloads My Reports
Portfalio Review Summary  Holdings  Transactions 1315000029 - TEST, TEST
qoorose . o comon -
osa07 B Investment Categary Setlement Date: ‘Show as Income Cash and Principal.. ¥ —
988,966 945,916
. s

Growth And Income
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Forgot your password?
Step 1 — User Login:

Click the “Trouble signing in?” link.

OTP via SMS Authentication/Voice Callback

User Login

User ID | Alias

[ ] Remember my User ID

Trouble signing in?

Step 2 — Problems signing in to your account:

Click on the radio button beside “I forgot my password” and enter your User ID (Login ID) then click on

Proceed.

Froblems Signing In To Your Account

Pleasae aladt your Esus
&) | forgat my passwond
() I have problems with the Cne-Time-PIN

To rased your paseword, anter your LoginiD. Resat Info will e 59t bo your Emal Address on Tl

"By selecting an SMEText option for message delivery, you ane agreenyg that we can send you Te
co08 using The mamiser you selecl. Message and data rales may apply. Fraquancy 5 1 massage par
logn attempl. Texd STOF o opl-out

Enter your PIN Code (OTP) received via text message, voice callback or the FIS Authenticator app

and click on Proceed and then OK.



OTP via SMS Authentication/Voice Callback

Problems Signing In To Your Account

) Please check your One-Time-PIN device to get the PIN code to use
below

One-Time-Pin
L] - - L] L] @
' "

| Cancel ]
¢ o s

Problems Signing In To Your Account

Atemporary password has been sent to your registered email address. You will be
prompted to change this password when you log in.

Step 3 — Password Reset Notification:

You will receive a “Password Reset Notification” email, from idp-noreply@fisglobal.com, which will
provide you with a temporary password. Use this temporary password the next time you log into
WebLink and you will be instructed at that time to setup a new password.

Please note: If you do not see this email, please check your spam folder.

Password Reset Notification

¢ [Tirs FIS Email <idp-noreply@fisglobal.com:>
=~ To @ jonhpDoe
Retention Paolicy Detault Email Hetention (1 year, b months)

@This message was sent with High importance.

The password for your account has been reset to: 3ZAj(G




OTP via SMS Authentication/Voice Callback

Resetting your OTP device from the User Login page
Step 1 — User Login

Click the Trouble Signing In? link.

User Login

User ID [ Alias *

[ ] Remember my User ID

Trouble signing in?

Step 2 — Problems signing in to your account:

Click on the radio button beside “I have problems with the One-Time-PIN” and enter your User ID
(Login ID) then click on Proceed.

Problems Signing In To Your Account

Please select your issue:

O 1 forgot my password.

@ | have problems with the One-Time-PIN.

To reset your password, enter your LoginlD. Reset Info will be sent to your Email Address on file

o)

*By selecting an SMS/Text option for message delivery, you are agreeing that we can send you the
code using the number you select. Message and data rates may apply. Frequency is 1 message per
login attempt. Text STOP to opt-out.

10



OTP via SMS Authentication/Voice Callback

The following screen appears for you to select your problem. In this example, select “l want to reset my
One-Time-PIN device”, enter your Password and click Proceed.

Problems Signing In To Your Account

Select your problem:

(O 1 don't know my One-Time-PIN device.

(®) 1 want to reset my One-Time-PIN device.

Password *

FETT— @

e ) G

The following message appears notifying you that an OTP device reset link was sent to your registered
email address. Click OK.

Problems Signing In To Your Account

Thank you. If you entered a valid username and password, a temporary One-Time-
PIM device reset link will be sent to your registered email address.

You will receive a “One Time PIN Device Reset Link” email, from idp-noreply@fisglobal.com, which will
provide you with a link to reset your OTP device.

One Time PIN Device Reset Link
FIS Email <idn.nareniv@ficniobal.coms © Reply | € Repiyall | > Foword | |
Sy o © Doe John

The £/18/2022 3:26 PM

Policy Default

) This message was sent

Dear 305 - TESTMFA 3,

You have recently requested to reset your One Time PIN device, To reset your device , click the link below:

https:/Nogin2.fisglobal.comy/idp/SFTTRPWL/otpdevice.reset?loginName=14-Mar-2019%3APE1ic3NhZ2U%28PEtleTa%
3DcY50Y0f00INNXP7DCTFM730p7Uc0h2ic9)rh TORIWIOMIyW2ZKbROVPLKIHTANC2 1 X1 0K3dIOMASNSOVFD3P67%28bIr bHYNKASWVMIfRVUKILFGmDUTMLE% 2 Ftvi 3c35aNq W

25&'MH',ﬁsxR(»d(x8Wah%

38kpquTZmFyHmlclitfkhjAa3aWicaXIaQ 108ty ,(mscnnxtw,mxmuyaxwmue
hFoNXZ1RTSheEFplz 3IA%

7F|IH§ldAPI\r(\v'Ill\rIMVT(AHG‘MM]\]H(HImidihhlhnl 7ObH} m]wwl\)PA()('N'lql'?-!'!uh’ﬁhhthlHWVsqb!lrm( szh)‘\?"l( A5 ').JH)‘%
2FaG7pVhGAEODSIWRIEdtEtHOSOXSKgad49hlawkiV1BH2BVE*AE PCOLZXKIG2BPEXV224%IDOCTYRI4Bkrvey TH2BL 25 CI3WRHRIDRIDPCIMb2CHIBPEFS228%2BQUVTPCOELGAvPgHID%

30PCINZXNAYWIPEHIDRID& QueryStringPar lientiD=\ UI&

This link will only be available for 2 hours from the time this email was sent.




Step 3 — User Login:

OTP via SMS Authentication/Voice Callback

Now you can reset your One-Time-PIN device. Enter your Password and click on Sign In.

User Login

Password -

Welcome
099 TESTMFA
Not You?

Cancel Sign in

Trouble signing in?

®

Step 4 — Complete the process to reset your One-Time-PIN device

Follow the steps outlined earlier in this document to setup your OTP device either using the SMS/Voice

Callback method or the FIS Authenticator app.

12



OTP via SMS Authentication/Voice Callback

Steps to follow when you “Don’t know your One-Time-PIN device”

Step 1 — User Login:

Click the Trouble Signing In? link.

User Login

User ID / Alias *

(] Remember my User ID

Trouble signing in?

Step 2 — Problems signing in to your account:

Click on the radio button beside “| have problems with the One-Time-PIN” and enter your User ID
(Login ID) then click on Proceed.

Problems Signing In To Your Account

Please select your issue
O I forgot my password.
@) | have problems with the One-Time-PIN.

To reset your password, enter your LoginiD. Reset Info will be sent to your Email Address on file,

*By selecting an SMS/Text option for message delivery, you are agreeing that we can send you the
code using the number you select. Message and data rates may apply. Frequency is 1 message per
login attempt. Text STOP to opt-out.

13



OTP via SMS Authentication/Voice Callback

The following screen appears for you to select your problem. In this example, select “l don’t know my
One-Time-PIN device”, enter your Password and click Proceed.

Problems Signing In To Your Account

Select your problem:

Q I don't know my One-Time-PIN device.

(O 1 want to reset my One-Time-PIN device.

Password *

remennd| &

oo G

The following message appears notifying you that an email informing you of your One-Time-PIN device
has been sent to your registered email address. Click OK.

Problems Signing In To Your Account

Thank you. If you have entered a valid username and password, an email informing
you of your One-Time-PIN device will be sent to your registered email address.

The “Device Information” email message provides you with the phone number that has been registered
as your One-Time-PIN device. Tips are also provided as to why you may not be receiving your OTP.

Device Information

. €~ Reply 4y Reply 8l | — Forwaed
FIS Email <ido-norenly@fisglobal.com> il 3 e ) &

Palicy Default Erad Retention (1 year, & months) Expires 271772024

:E) This message was senk with High importance.
Dear 305 - TESTMFAZ,
¥ou have recently requested the information of your registerad One Time PIN device, Your One Time PIN destination has been configured as 18148851212
Tip1: If you hawve problems receiving the One Time PIM and if your device destination ks configured as an email address, check the junk mail folder.
Tip2: If you have problems receiving the Cme Time PIM and if your device destination is configured as a mobile number, check with your service provider that your number is not listed in a

Do Mot Disturb service.
semvemeensThis 8 8 System generated alert. Please do not reply to this Messageerm

S To © Do, John Sun B/21/2032 E:41 AM

Step 3 — User Login:

Now that your registered device has been identified, proceed to the User Login screen and follow the
steps to complete the login process.

14



OTP via the FIS Authenticator Application

OTP via the FIS Authenticator Application

The FIS Authenticator app can be set up to send an OTP to your mobile phone using the Android or iOS
(Apple) operating system. It provides second-factor authentication for registered users and is also
available as a desktop-friendly version.

Using the FIS Authenticator app is an even more secure method because it does not utilize your

phone/data carrier to transmit access codes. The app codes also expire in 30 seconds; another measure
that increases security.

FIS Authenticator App Mobile Phone Version
To install the FIS Authenticator on your Mobile phone, first login to WebLink as outlined below.

Step 1 - User Login — User ID

Enter your User ID and click Proceed.

User Login

User ID | Alias *

(] Remember my User ID

Proceed

Trouble signing in?

Step 2 — User Login — Password
Enter Password and click Sign In.

Note: If this is the first time you are logging into WebLink, this is the temporary password received from
your system administrator.

User Legin

Welcome
055testmfa
Mot You?

Password *

&

Cancel | Sign in

Trouble signing in?

15



OTP via the FIS Authenticator Application

Step 3 — User Login - Password

Complete the login process, creating a new password if needed. See the detailed instructions provided
earlier in this document.

Step 4 - Select OTP method

As explained on page 1, you must choose the MFA method to receive your one-time pin (OTP). To have
a PIN sent to an app on your mobile phone, click on “Let me use a software app” and then on “Use a

Software Authenticator App” and click on Proceed.

The following screen will appear during first login after you enter your User ID and Password.

Select OTP Device

Your Out-of-Band PIN Device 15 the délivery destination whereé you will
receive time-limited passcodes (PINS) during the login process. When
prompbed to enter your PIN, you willl use that device to refrieve your PIN

@) Send a PIN to my phone

©' Let me use a software app

Select Token Generator
®  Use a Software Authenticator App

[ TestDevice + Add 3 New Device

Step 5 — Configure Software Authenticator App

If you already have the FIS Authenticator app installed on your mobile device, choose “I've already
installed the app”. If you need to install the app, choose “Email me a download link” and click

Proceed.

Configure Software Authenticator App

An Authenticator is a software app installed on your mobile device. You can
download the FIS Authenticator app from iTunes or Google Play. Once
downloaded, simply open the app and add your account by pointing your
mobile device's camera at the QR code shown on next page. Alternatively,
you can manually enter the Secret Key.

I've already installed the app

@ Email me a download link

16



OTP via the FIS Authenticator Application

If you selected “Email me a download link”, you receive the following email.

Authenticator app links

i FIS Email <idp-noreply@fisglobal.com>
! To @

John Doe

Retention Policy Default Email Retention (1 year, 6 months)
@This message was sent with High importance,

Authenticator Links : https://login2.fisglobal.com/idp/static-ui/authAppLinks.html

Click on the link in the email to open the following page with links for downloading the FIS authenticator.

im| |—_h| https://login2 fisglobal.com/idp, X | -

) (3 https//loginZfisglobal.com/idp/static-ui/authAppLinks.html
For Android

FIS Authenticator

For iPhone

FIS Authenticator

Authenticator for android devices:

[ B FIS Authenticator - Appson Goc X |
&« C

£ httpsy//play.google.com/store/apps/details?id=com fisglobalinfinity.authenticator&amprhi=er

- a
. * SRR i)
' Goggle P|ay Games Apps Movies & TV Books Kids

a @ @
FIS Authenticator
Fidelity Information Services LLC ,’ ,‘; | \,

324 50K+ 1
357 reviews Downloads

Everyone ©

583273

Developer contact
0713
. 961563
872514

> Similar apps =

E  Mobile Business
S Bank.  panske Bank
( 1o [ |
L - - - B - - - K - - - R - - - R - - - K ]

17



Authenticator for IOS (Apple) devices:

OTP via the FIS Authenticator Application

App Store Preview

FIS Authenticator [«

Screenshots esd  #hane

33275;dv
1]

IS | Authenticator

Set Up OTP Account

Download the FIS Authenticator on you mobile device and then go back to WebLink to scan in the QR

code.

Step 6 — Scan QR Code

The following screen will appear. Open the Authenticator app on your mobile device and either scan in
the QR code onto your phone by holding your phone up to your computer to scan in the QR code or
manually enter the Authenticator Secret Key and click Proceed.

Scan QR Code

O us your mobile device Authenticator to scan the following QR code. We
sent you links to some popular authenticators on your email or mobile device
as per your previous selection. Once downloaded, simply open the app and
add your account by pointing your mobile device's camera at the QR code

shown below. Alternatively, you can manually enter the Secret Key.

Authenticator Secret Key

ABC123ZYX456DEF9STWVUES4TS

18



OTP via the FIS Authenticator Application

Step 7 — Validate your One-Time-PIN setup

Enter the six digit code from your FIS Authenticator app and click on Validate OTP.

Validate Your One-Time-PIN Setup

An OTP code has been sent to your mobile device  +*******1212
Please enter it below to complete the OTP device registration process.

One-Time-Pin

®

If you did not receive the OTP code, please wait a minute or try reconfiguring your

device.
) D
)
ey

Reconfigure OTP Device

l/
{ Cancel
A

You are now successfully logged into WebLink. The WebLink Portfolio Review report is displayed. All
subsequent Logins will now prompt you to enter a PIN. You must enter the PIN generated in
Authenticator app and click Sign In.

S First Mid o o -
WEALTH MANAGEMENT

# Portfolio Review  Available Cash  Transactions  Holdings Taxlots Gain/Loss Accounts Cash Projections File Downloads My Reports

Portfolio Review Summary | Holdings | Transections 1315000028 - TEST, TEST
As0f Date Group BY View cash election =
Mn7 &  Investment Category = Settlement Date Show as Income Cash and Principal .~

ASSET ALLOGATION > ACCOUNT SUMMARY NVESTMENT SUMMARY
‘988,966 ‘9459167
Total Market Value Total Cost
| 25.15% wsicipo Bonts g2 sgm

Year to Date Short Term Gain/Loss

| 15.00% Fixed Income
| 5.08% stock Funds.
$4.77% Miscellaneous

Year 1a Date Long Term Gain/Loss

Sole

Ivestment Autharity

Growth And Income

Investment Objective
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OTP via the FIS Authenticator Application

FIS Authenticator App Desktop Version

FIS Authenticator for Desktop is available as an alternative to the mobile version to help keep your
accounts more secure. This section provides FIS Authenticator installation and configuration guidance for
Desktop users.

Open your internet browser, type the URL for WebLink in the URL address field and press Enter. As an
alternative, you can save the URL in your browser or on your desktop as a shortcut and begin your
session by clicking one of these. Some systems may initially display a Security Alert; if so, click Yes to
proceed.

When the Login screen appears, enter your User ID and Password, then click Sign-In. If this is your first
session, you will need to change your password as detailed above.

Step 1 - Download the FIS Authenticator for Desktop

From your web browser, go to https://www.fisglobal.com/fis-authenticator to download the FIS
Authenticator for Desktop. On the FIS Authenticator download page, select the appropriate file to
download based on your machine’s platform. The version number that appears is the latest available
version.

Configure Accounts and Get Codes for Multi-
Factor Authentication

Version 2.2.3

Wentows nuater

Navigate to the FIS Authenticator .exe file in your Downloads folder.

T L e T —
qqqqq Share  View | CompuessedFolderTaoks 9

Extaa To
4 i ThisPC » Downloads » fisauthenticator223.zip
Weblink move from Entrust to [dF A Hame . Type empressed size Baszwo iz - Oate modified
@& OneDrive [ FIS Authenticator Setup 223.exe
& OneDrive - FiS
Attachments
I Deskiop

% Documents
Eavorites

20
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OTP via the FIS Authenticator Application

Step 2 - Install the FIS Authenticator for Desktop

Double click the .exe file to install it. The FIS Authenticator Setup wizard appears. Select the Only for me
(User ID/Name) option and click Next.

11| FIS Authenticator Setup — x

Choose Installation Options _
Who should this application be installed for? 2

Please select whether you wish to make this software available to all users or just yourself

(O Anyone who uses this computer (all users)

(®) Only for me (21079019)

There is already a per-user
installation. (C:\Users\E 10790 19\AppData'Local \Programs \FIS Authenticator)
Will reinstall/upgrade.

(o> ] | come

Keep the default Destination Folder as the location and click Install.

FIS Authenticator Setup - x

Choose Install Location
Choose the folder in which to install FIS Authenticator,

Setup will install FIS Authenticator in the following folder. To install in a different folder, dick
Browse and select another folder, Click Install to start the installation.

Destination Folder

<ot | ] [ cone




OTP via the FIS Authenticator Application

NOTE: Installation can take a few minutes to complete.

FIS Authenticator Setup -
Installing —
Please wait while FIS Authenticator is being installed. L.@ |
< Back Next > Cancel

Click Finish, once loading process is complete.

FIS Authenticator Setup -

% Completing FIS Authenticator Setup

FIS Authenticator has been installed on your computer.
Click Finish to dose Setup.
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Step 3 - Configure FIS Authenticator

OTP via the FIS Authenticator Application

Once the FIS Authenticator app is installed, open the app on your computer. The FIS Authenticator
Welcome Page appears for you to select the method to use to add an account.

Step 4 — Manually add an account to the FIS Authenticator

Welcome to FIS Authenticator!
Accounts can be added by scanning or uploading a QR code, or entering one manually.

Scan QR Code

Upload QR Code

Enter Manually

To get started, please add an account using one of the methods below:

Click Enter Manually (recommended for desktop) to begin the OTP (One-Time-PIN) setup. The Add
Account screen appears.

Complete Issuer, Key Code and Username fields and click Save.

MANAGE GROUP

Add Account

The Issuer is the name of your banking institution where your WebLink account is being serviced. The
Key Code is app-generated and shown above the QR code (see example below). The Username is your

WebLink User ID.

VALUABLE information regarding Key Codes:

The Key Code is a 26-character alphanumeric string that looks like this:
WESCBBVNO5UGXDAZNZ2UIXOQOCLH7CIG

It cannot be copied and pasted into the FIS Authenticator app

All letters are UPPER CASE

There are no zeros (0) or ones (1) in the Key Code

Only the following numbers are valid: 2, 3, 4, 5, 6, 7 — numbers 0,1, 8 and 9 are never used
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OTP via the FIS Authenticator Application

© Use your mobile device Authenticator to scan the following QR code. Open
the app and add your account by pointing your mobile device's camera at the
QR code shown below. Altematively, you can manually enter the Secret Key

WESCB6VNOSUGXDAZNZ2UIXOQOCLH7CIG

- | H

Once the Add Account step is complete, you will see the Accounts screen and a new PIN code will be
generated every 30 seconds to be used for all subsequent sign-ins.

Nol Assigned

338925
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